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ANALYSIS

The geopolitical situation has changed dramatically over the past six months. After the Russian Federation brutally 
invaded its neighbor Ukraine, the EU has, for the first time in its history, announced drastic sanctions in several steps. 
The Atlantic cooperation within NATO has improved significantly, despite the French President, Emmanuel Macron, 
having declared the alliance brain-dead in 2017. In fact, almost all NATO member states have indicated that they will 
pursue the agreed 2 percent standard soon, whereas for years this was a point of discussion within NATO. Sweden and 
Finland are in their final stages of joining NATO, which would expand the alliance to 32 member states. And on June 
23 Ukraine and Moldova were granted EU candidate status. 

Amid these changes, both the EU and NATO have presented 
a new strategy for the upcoming years. On March 24, 2022, 
Europe’s heads of state and government approved the Stra-
tegic Compass, a roadmap by which the EU aims to estab-
lish itself as a strong security and defense actor. The EU’s 
ambition is to have a Rapid Deployment Capacity of 5,000 
soldiers by 2025, building on the EU Battle Group concept 
and led by a headquarters in Brussels. The Strategic Com-
pass mentioned focuses on four different activities: 1. Act: 
being able to act rapidly and robustly when a crisis occurs, 
2. Secure: anticipating threats, guaranteeing secure access 
to strategic domains, such as space, cyber space and open 
seas, and protecting EU citizens, 3. Invest: focusing on in-
novative technologies, and being less dependent on others, 
and 4. Partner: improving cooperation with partners, such as 
NATO and the United States.1 

At the June 2022 NATO Summit in Madrid, the new NATO 
Strategic Concept was adopted by the member states. Its 
Secretary-General, Jens Stoltenberg, proudly announced that 
the Rapid Reaction Force would be expanded from 40K to 
300K troops. NATO’s objective in the new strategic concept 
remained unchanged: collective defense of the allied territo-
ry based on three core tasks: 1. Deterrence and Defense, 

2. Crisis Prevention and Management, and 3. Cooperative 
Security.2  With publication of the compass and the concept, 
both alliances announced their ambitions for the coming 
period. The question remains whether these strategies will 
guarantee sufficient security for their citizens, especially 
when compared to Russia’s way of warfare. To find an an-
swer to this question, this article takes a closer look at the 
actions of the Russian Federation before and during the war 
with Ukraine, which began on February 24. To this end this 
article focuses on the covert run-up to and the overt conduct 
of the Russo-Ukrainian war. The article concludes with final 
observations discussing the comprehensiveness of NATO 
and EU’s new strategies’ security guarantees. 

THE COVERT RUN-UP TO THE CONFLICT
Many western countries looked away from the 2008 Rus-
so-Georgian Armed Conflict, Russia’s 2014 Annexation of 
Crimea, and the frozen conflict in the Donbas region that 
started in April 2014. Many Western countries had economic 
relations with Russia and did not want to jeopardize these 
lucrative ties. Moreover, Russia supplied energy to many 
Western countries, which was convenient for them, as these 
countries had not yet found an alternative. After Malaysia 
Airlines flight MH17 was downed over the Donbas region on 
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July 17, 2014, killing all 298 passengers, the US, Canada, 
Australia, and the EU imposed sanctions on the Russian Fed-
eration, but trade still took place. Even after the Russian au-
thorities ordered their forces in the spring of 2021 to deploy 
along the Ukrainian border, many Western countries still did 
not get a wake-up call. The United States, on the other hand, 
was concerned, which led in June 2021 to a first summit in 
Geneva between the then newly elected American president, 
Joe Biden, and his Russian counterpart, Vladimir Putin. Putin 
managed to calm Biden down, but the reassurance did not 
last long as the Russians continued to build-up their troops 
along the Ukrainian border. It was only in late autumn of 
2021 that other Western countries realized that Putin might 
be looking for a confrontation with Ukraine.

For those who had studied Russian actions more closely, the 
troop build-up and Russia’s attack on Ukraine might not have 

come as a complete surprise. As early as the end of January 
2021, RT chief Margarite Simonyan called for the Donbas 
region to be returned to Mother Russia, to which Putin re-
sponded in a television interview by saying that Russia would 
never abandon the Donbas region. It turned out to be the 
start of a new chapter in the Russo-Ukrainian relationship. A 
few weeks later, in February 2021, Opposition Platform - For 
Life, owned by business tycoon Viktor Medvedchuk, a close 
friend of Vladimir Putin, was curbed. This platform was one of 
the most important pro-Russian opposition parties in Ukrain-
ian politics and often defended the interests of the Russian 
Federation and was known to be strongly Eurosceptic. Soon 
after, on February 19, 2021, the Ukrainian government also 
decided to take Medvedchuk’s TV channels, important sourc-
es of information for his political party, off the air and to 
seize the Medvedchuk family’s property, including a pipeline 
for transporting Russian oil to the West.3 

Even after the Russian authorities ordered their forces in the spring of 2021 to deploy along the Ukrainian border, many Western countries still did not get a wake-up call. The 
United States, on the other hand, was concerned, which led in June 2021 to a first summit in Geneva. Pictured are American president, Joe Biden, and his Russian counterpart, 
Vladimir Putin during the summit (photo: Flickr / The White House)
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Two days after the Ukrainian measures were announced, the 
Russian Ministry of Defense announced the sudden deploy-
ment of 3,000 Russian paratroopers along the border with 
Ukraine for a large-scale exercise. These soldiers marked 
the start of a major troop deployment of more than 150,000 
Russian soldiers just east of Ukraine. Although Russian De-
fense Minister Sergey Shoigu indicated on April 22, 2021 
that the exercises had ended, the Russian authorities with-
drew only a small part of the troops, and not much later 
the build-up of troops continued. Eventually, in May 2021, 
the Ukrainian government placed Viktor Medvedchuk under 
house arrest. Putin was outraged. He considered Medved-
chuk and his political party a way to exert direct influence on 
Ukrainian society and called the Ukrainian measures ‘an ab-
solutely obvious purge of the political field,’ one that threat-
ened ‘to turn Ukraine into Russia’s antithesis, moreover, a 
worse kind of anti-Russia.’ The United States welcomed the 
Ukrainian measures, accusing Medvedchuk and his political 
friends of plotting to stage a coup against the Zelensky gov-
ernment.4  

In the autumn of 2021, it became clear that not only the 
Ukrainian oligarch Medvedchuk had possible plans to over-
throw Zelensky’s government, but another Ukrainian oligarch, 
the Donetsk-born billionaire Rinat Akhmetov, was also ac-
cused of attempting a coup against the Zelensky govern-
ment. According to Zelensky, various recordings of people 
from Akhmetov’s inner circle had revealed that there was talk 
of a coup with a $1 billion price tag. Zelensky’s accusation 
may stem from a long-running struggle between Zelensky 
and Akhmetov, deriving from Zelensky’s fight against corrup-
tion and freedom of media, but Akhmetov has close ties to 
the pro-Russian Party of Regions, a leading political party in 
Ukraine which he finances. Zelensky’s accusations were sup-
ported by American intelligence sources who spoke of ‘an 
internal destabilization effort with the possibility that one or 
more Ukrainian oligarchs could be involved’.5 

The coup attempts were not an isolated case. In the au-
tumn of 2021, the Russian authorities carried out a variety 
of sabotage and subversive activities aimed at destabilizing 
Ukrainian society, possibly leading to the fall of the Zelensky 
government and making Ukraine easy prey for the Russian 
Federation. It would provide Russian authorities a reason to 
intervene. Analogous to the annexation of Crimea in 2014, 
the Russian secret services deployed sleeper agents in 
Ukraine, whose aim was to recruit, train and equip pro-Rus-
sian people in Ukraine to carry out subversive activities. Oth-
er Russian sleeper agents were to integrate into the Ukraini-
an defense, security, and law enforcement sectors. Their aim 
was to get high-ranking Ukrainian officials to work secretly for 
the Russians. In this way, Ukrainian officials could prepare 
and hasten possible attacks by Russian troops on Ukrain-
ian territory, for example by facilitating the capture of vital 

infrastructure, such as the Chernobyl nuclear power plant, by 
Russian troops. The Kremlin also had its eye on a man who 
could form a new interim government in Kyiv: the 52-year-
old pro-Russian politician Oleg Tsaryov, who had been under 
Ukrainian and US sanctions since 2014, after he became 
head of an organization called Novorossiya, or New Russia. 
The group wanted to make the south-eastern regions of 
Ukraine a separate pro-Russian state.6  

In the months immediately preceding the Russian invasion 
of Ukraine, the Russian secret services sent several of their 
operators into eastern Ukraine to carry out ‘false flag op-
erations’. These agents were trained in urban warfare and 
in sabotage acts against Russian-backed separatists who 
had been waging war against Ukrainian forces in the east-
ern regions of Donetsk and Luhansk. Meanwhile, Russian 
authorities, especially through Kremlin spokesman Dmit-
ry Peskov, insisted that they had no intentions of invading 
Ukraine. Moscow officials increasingly used social and state 
media to spread stories of Ukrainian provocation in the run-
up to the Russian invasion. Russian authorities regularly 
made accusations about the deteriorating human rights situ-
ation in Ukraine and the ‘increased militancy’ of its leaders. 
They also accused Western countries of stoking tensions. 
In December 2021, Putin falsely suggested that a Ukrainian 
genocide was aimed at ethnic Russians in eastern Ukraine. 
Later that month, Russian Defense Minister Sergei Shoigu 
said that US military contractors with chemical weapons had 
arrived near the Donbas to carry out a provocation. These 
claims were strongly refuted by the U.S. Pentagon.7 

On February 18, 2022, a week before the Russian invasion, 
Denis Pushilin and Leonid Pasechnik, the Kremlin-appoint-
ed leaders of the Donetsk and Luhansk regions respective-
ly, published a video speech on social media in which they 
demanded the evacuation of the civilian population in both 
regions. According to them, the ‘Ukrainian aggressor’ was 
about to advance deeply into the hinterland of both regions, 
and to ensure the safety of the citizens, the population had 
no choice other than to leave for Russia. This, they said, was 
the only option and it was urgent. Investigation into the case 
has shown that the videos were filmed two days prior, so the 
urgency announced by both ‘leaders’ is questionable. The 
video messages appeared to be part of a larger Russian dis-
information campaign to frighten the people in the Donbas 
and gradually prepare the minds in Ukraine for a Russian 
invasion.8

THE OVERT CONDUCT OF WAR
On February 21, 2022, the day after the closing ceremony of 
the 2022 Winter Olympics in Beijing, Putin announced in an 
open session with the Russian National Security Council that 
the Russian Federation recognized the Ukrainian regions of 
Donetsk and Luhansk as independent states. Many won-
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dered what the next steps would be, but Putin was initially 
unclear about his intentions towards the regions. The an-
swer, however, was not long in coming. On Thursday February 
24, 2022, Russian forces crossed the border with neighbor-
ing Ukraine. They conducted four different attacks: one in 
the north of Ukraine coming from Belarus, where a part of 
the Russian armed forces had been exercising together with 
Belarusian troops, two attacks originated from Russia itself 
penetrating the north-east and east of Ukraine, and one of 
Russia’s attacks was launched from Crimea aimed at con-
quering the south of Ukraine.  

Although much research remains to be done on the war in 
Ukraine, after the first ‘fog of war’ had faded away, it became 
clear that the Ukrainian air defense was not completely down 
and that the cooperation between Russian air and land forc-
es was not going well. Moreover, the Russian armed forces 
were not able to supply their troops at the front sufficiently 
and the Russian T-72 tanks turned out to be very vulnerable 
to Unmanned Aerial Systems (UAS), also known as drones. 
After two months of fighting, it appeared that the two north-
ern Russians avenues were militarily unsustainable for them. 

In April 2022, it was announced that Russian ground forces 
would focus entirely on the east and south of Ukraine, with a 
main effort in the Donbas region. Meanwhile, on April 14, the 
Russian cruiser Moskva, the flagship of the Russian Black 
Sea Fleet, sank after being hit by Ukrainian Neptune anti-ship 
missiles. The Russian capture of the city of Mariupol turned 
out to be a nightmare, especially around the Azovstal factory, 
the last site of resistance  in the south-east of Ukraine. The 
Russians were fighting heavily for every square kilometer, 
which resulted in a war of attrition. Crossing the Siverskyi 
Donets River in the Donbas proved to be impossible for the 
Russian forces. They tried to build a pontoon bridge near 
Bilohorivka, which was destroyed by Ukrainian artillery caus-
ing more than 400 Russian casualties. In July, the Russian 
armed forces announced an operational pause. After almost 
two weeks the fighting resumed but still at a slow pace. To 
prevent possible unrest in Russian society Putin refused to 
announce a general mobilization and stuck to the term ‘Spe-
cial Military Operation’.

In addition to the fighting, in which the artillery predominat-
ed, the Russian authorities manipulated Ukraine and its 

In the autumn of 2021, it became clear that not only the Ukrainian oligarch Medvedchuk had possible plans to overthrow Zelensky’s government, but another Ukrainian oligarch, 
the Donetsk-born billionaire Rinat Akhmetov, was also accused of attempting a coup against the Zelensky government. Pictured is the Ukranian President (photo: Flickr / 
President of Ukraine).
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supporters. Its energy exports give Russia a strong weapon. 
According to the International Energy Agency, Russia is one 
of the three largest producers of crude oil in the world, com-
peting with Saudi Arabia and the United States for first place. 
In addition, Russia is also the second largest producer of 
natural gas, after the United States, and has the largest gas 
reserves in the world. In terms of energy trade, Russia is the 
world’s largest gas exporter. In 2021, the country produced 
762 billion cubic meters (bcm) of natural gas and exported 
about 210 bcm through pipelines.9 “Russia is blackmailing 
us and is using energy as a weapon,” European Commission 
President Ursula von der Leyen exclaimed in despair on July 
20, 2022, adding that Europe should prepare for the worst. 
After a routine 10-day interruption, which the Russian au-
thorities said was necessary for maintenance, Russian gas 
started flowing towards Europe again on July 21, 2022, but 
only at 40% of the capacity of the period before the main-

tenance interruption. Energy experts indicated that Europe 
had become too dependent on Russian gas, and Putin was 
using gas to put pressure on European countries during the 
war in Ukraine.10 

It is not only gas that Russia used to exert pressure in the 
war with Ukraine; Russia also prevented grain exports from 
Ukraine. These measures affected large parts of the world, 
including several countries in Africa, Asia, and Europe. Since 
the start of the war in Ukraine, trade ships had not been 
able to sail safely to and from Ukrainian ports due to a Rus-
sian blockade. On July 22, through the mediation of the UN 
and Turkey, an agreement was reached on the reopening of 
Ukraine’s Black Sea ports of Odesa, Chornomorsk and Yuzh-
ne, allowing the much-needed export of more than 25 million 
tonnes of grain, wheat, and other essential food products to 
alleviate the emerging international food crisis. The UN and 
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Russian tanks turned out to be very vulnerable to Unmanned Aerial Systems (UAS), also known as drones. Pictured are destroyed Russian tanks in Bucha, on the outskirts of Kyiv, 
Ukraine, Sunday, April 3, 2022 (photo: Flickr / manhhai / CC BY-NC-ND 2.0 / AP Photo / Rodrigo Abd)  
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other humanitarian organizations considered this gesture a 
groundbreaking, positive step. Unfortunately, however, less 
than a day after the signing of the agreement, Russia again 
violated international trust by launching missile attacks on 
the port of Odesa. Moscow wanted to show the world that by 
thwarting grain exports it could control the world.11

FINAL OBSERVATIONS
The question posed at the beginning of the article was wheth-
er the new strategies of the EU and NATO would be able to 
cope with the way in which Russia conducts war today, as 
demonstrated right now with Ukraine. From the description of 
covert and overt Russian activities that preceded and were 
applied during the war with Ukraine, it has become clear that 
Russia does not limit itself to only physical, conventional 
warfare. It also uses subversive activities to destabilize a 
society, it exerts diplomatic pressure, it launches disinfor-
mation campaigns to influence residents, and it uses energy 
and grain exports to exert intimidation. All these activities 
fit into Russia’s New Type of Warfare, as presented by Colo-
nel General Andrey Kartapolov, then director of operations, 
in 2015: first, put pressure on your opponent with political, 
economic, social and psychological measures, then increase 
the pressure further by intensifying diplomatic tensions and 
by spreading disinformation. If an opponent does not react, 
then switch to the more classic methods of warfare: first 
create smaller incidents with special forces and then carry 
out attacks on land, at sea, in the air and in cyber space.12 

For a long time, the term DIME was used to refer to the 
instruments of power of a country or alliance: Diplomacy, 
Information (including propaganda and disinformation), Mil-
itary and Economic power. Today, the acronym has been 
further expanded to refer to the different types of threats 
and instruments of power used during conflicts. DIME has 
become DIMEFIL, where the F stands for Financial, meaning 
the money flows needed to finance conflicts, the I stands for 
Intelligence and the shadowy world in which secret services 
and private military companies operate, and the L stands 
for Law Enforcement, which refers to the understanding and 
observance of national and international laws, and the activ-
ities to enforce these laws and thereby maintain or restore 
order. The legal part of law enforcement refers to the juridical 
knowledge needed to understand national, international, and 
foreign laws.13 

While the EU is focusing on a robust security policy and 
NATO is strengthening its eastern flank, the new strategies 
of both the EU and NATO are focused only on the M of DI-
MEFIL. Although mainstream and social media mainly report 
on the economic and military actions of the Russians and 
thus strongly influence perceptions, it would be advisable 
for both alliances to take a broader view. This would mean, 
in EU terms, to act in a more comprehensive way to offer 

protection to its citizens, and in NATO terms, to work to be 
able to manage a crisis in an all-encompassing way, and not 
just zoom in on diplomatic and military capabilities, in crisis 
prevention and management. The advice for both alliances 
is to work closely together and to use the acronym DIMEFIL 
when creating a safe and secure environment.
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