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‘During the last several months Major Aleksander and Sergeant Boyka have been tracing the whereabouts of an individ-
ual code-named ‘Z’ during one of his regular walks between the Arena and the Central Park in Dnipro, Ukraine. At last, 
with the help of a cooperative citizen living in the same apartment complex as ‘Z’, they obtain a good photograph of Z’s 
face. Without the sunglasses that he always seemed to be wearing, even on cloudy days. After running the photo through 
a system on his laptop connected to a database of almost 2 million individuals suspected of belonging to one of the many 
paramilitary units of the far-right liberal democratic party of Russia, Aleksander is able to positively identify Z as the 
ringleader of a Russian sabotage group active in Ukraine. Unbeknownst to their friends and family, agents Aleksander 
and Boyka, both Ukrainian National Police officers, have been working in close cooperation with a secret unit of the SBU 
(Ukraine’s Security Service) for several years. After discovering a weapons cache in the Dnipro region more than a year 
ago, the trail finally led Aleksander and his team to ‘Z’. Now, with the advantage of having state-of-the-art AI image-rec-
ognition software at their fingertips, their intense investigation has come to a close as both the ringleader and several 
members suspected of sabotage and intelligence will be detained within days and handed over to the SBU.’ 

Even though the above story is completely fictional, current 
events in Ukraine might well make it a reality. On Sunday, 
March 12th, Ukraine’s defense ministry started using AI-based 
commercial facial-recognition technology for the identification 
and verification of deceased Russian soldiers. Databases, 
constructed by commercial companies that scrape large num-
bers of social media accounts, are used to train, test, and 
validate state-of-the-art image-recognition algorithms, making 
possible the identification even of a dead soldier without a 
social media profile (who might have appeared randomly in 
photos uploaded by friends or even complete strangers).1 

The use of AI-based facial-recognition systems is just one of 
the many examples of AI supporting decision-making during 
the current war between the Ukraine and Russia. It appears to 
be working. In a recent article in the Washington Post, it was 
stated that “the secret digital campaign (...) is a big reason 
that David is beating Goliath here,” the combination of fighting 
spirit with “the most advanced intelligence and battle-man-
agement software” is giving the Ukrainians a decisive advan-

tage.2 The chairman of US Joint Chiefs of Staff even noted that 
“…the power of algorithmic warfare systems is now so great 
that it equates to having tactical nuclear weapons against an 
adversary with only conventional ones.”

These are bold statements, and it remains to be seen wheth-
er David will beat Goliath. However, those claims evoke little 
surprise for researchers working in the domains of computer 
science and closely related fields. Even the general public is 
increasingly becoming aware of the power of the mix of algo-
rithms, computer power, and the capacity of data-gathering 
sensors, not the least because of features like voice recog-
nition (hi Siri!) and automated text generation (did ChatGPT 
write this paper?) that people interact with daily. 

In this article we will shine some light on the use of these 
promising yet challenging techniques in the context of the cur-
rent Russo-Ukrainian war. Although both the ethical consider-
ations regarding military AI and the use of AI within the cyber 
domain are relevant in this context, we will not elaborate on 
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these topics in the current article due to scope limitations.3 
After presenting a brief explanation of the phenomenon of AI, 
we will focus on its military use. We conclude that investments 
in both military AI technology and conventional weapon sys-
tems reinforce each other.

WHAT IS AI?
In his last interview, Isaac Asimov, the famous writer and 
professor of biochemistry, stated that artificial intelligence is 
a term that we use to refer to any device that can do things 
that in the past were associated only with human intelligence. 
A more comprehensive definition refers to AI as ‘a variety of 
information processing techniques and technologies used to 
perform a goal-oriented task and the mean to reason in pur-
suit of that task.’4 Here is an ancient example of such a proce-
dure, dated 4000 years ago:5 

1. Length and width are to be equal to the area. 
2. You should proceed as follows.
3. Make two copies of one parameter.
4. Subtract 1. 
5. Form the reciprocal.
6. Multiply by the parameter you copied. 
7. This gives the width.

Nowadays we call such a procedure an algorithm, making the 
Babylonian mathematicians some of the earliest computer 
scientists known, even though they were using clay tablets. 
Technology has advanced tremendously ever since; clay tab-
lets evolved into systems with more than 285,000 CPU cores, 
10,000 GPUs and hundreds of gigabits per second of network 
connectivity for each GPU server, all connected to cloud in-
frastructure. Nonetheless, we still rely on step-by-step rules 
that transform input (data) into desired output (desired end 
state), although today there are thousands and thousands of 
algorithms for each specific class of problems to be solved 
(varying from algorithms that identify signs of depression in 
your Instagram feed to algorithms that recognize your face in 
the photos you post on social media). These procedures have 
become increasingly complex, in some cases mimicking the 
human brain, to the point that computer systems are now able 
to alter the rules on their own by learning from data to attain 
desired goals or objectives as induced by the data scientist(s) 
building the system (known as machine learning, ML, a subset 
of AI). The scientific field that studies and builds such devic-
es/machines is called artificial intelligence (AI) and it encom-
passes a wide range of technologies and algorithms.6 As AI 
algorithms continue to advance, the potential uses and range 
of applications will only grow. Consequently, this will open up 

Data and technology already play an important role in the current war between Ukraine and Russia. Consider the Turkish unmanned highly autonomous Bayraktar TB2 drone 
that navigates the Ukrainian battlefields in search for Russian columns, guiding artillery strikes with its onboard laser range finder and target designator. Pictured is a 
destroyed Russian convoy in Bucha after a Ukrainian attack (photo: Wikimedia Commons / rbc.ua / CC BY 4.0)



10   Atlantisch perspectief

ANALYSIS

more possibilities for implementing AI in the military. In order 
to make use of these new algorithms and technologies, it is 
necessary to develop concepts that can be effectively incor-
porated into military operations. In the following section, we 
sketch the current status of these developments. 

AI IN WAR
Experts agree that there will likely be a steady increase in the 
integration of artificial intelligence in military systems. Most-
ly driven by business and academia, technological progress 
in AI spans a range of areas, varying from image recognition 
and text analysis to autonomous vehicles, decision support 
and many more. These developments result in innumerable 
opportunities for military applications of AI. In general, AI 
can both fasten (automize) and enhance (optimize) military 
decision-making. Military AI will result in increased situation-
al awareness (e.g., by facilitating real-time analysis and en-
hanced intelligence products), more effective and efficient 
command and control (e.g., by using planning tools for force 
deployments or wargaming solutions), robotic assistance on 
the battlefield and mitigation of manpower issues. Moreover, 
AI can be used as a weapon aiding information warfare, e.g., 
in the creation of deepfake video for disinformation cam-
paigns or destabilization of insurgent networks.7 It can also 
be employed for counteracting troll-factory data both in terms 
of identifying foreign-controlled bots, sock-puppet accounts, 
and individual misinformation posts, using data sets such as 
Linvill and Walker’s troll-factory data collection. Here, natural 
language processing (NLP) techniques are combined with 
models based on deep neural networks to detect hostile ac-
tivities on social media platforms in near-real-time.8 Hence, 
techniques that are commonplace in the domain of AI can 
detect and hinder disinformation campaigns. Going forward, 
we may expect an increased use of emerging technologies an-
chored in cognitive sciences and neuroscience, such as EEG-
based brain-computer interfaces (BCIs) which can “read” the 
electrical activity in the brain and allow for increasingly more 
detailed interpretation of the semantic information included 
in the brain signal.9 These technologies can already be used 
for control of military equipment such as drones10 and provide 
opportunities for other applications as well. Existing solutions 
are likely to be further improved by the employment of sys-
tems that are capable of continual learning from a stream of 
incoming data, thereby eliminating the need for training with 
large datasets.

These are not mere research laboratory examples. Data and 
technology already play an important role in the current war 
between Ukraine and Russia. Consider the Turkish unmanned 
highly autonomous Bayraktar TB2 drone that navigates the 
Ukrainian battlefields in search for Russian columns, guiding 
artillery strikes with its onboard laser range finder and tar-
get designator. The TB2 is even said to have played a part in 
the sinking of the Russian cruiser Moskva.11  Supported by a 

completely digitized battle-management system consisting of 
digital maps overlayed with targeting intelligence from com-
mercial satellites such human-in-the-loop operated drones 
can strike targets or perform battle damage assessments 
on a mouse-click. In addition, it is also well known that fully 
autonomous AI is already defending Ukraine as AI-powered 
drone-hunting systems consisting of small radars and UAVs 
are set up to hunt for adversarial drones. In addition, a combi-
nation of machine learning and natural language processing 
techniques has been used to process large numbers of re-
cords, including social media reports, to assess the size, type 
and scope of damaged infrastructure as quickly as possible, 
and thereby to allocate help where most needed.12

It is not science fiction to speculate that AI algorithms, using 
all the data available in a digitized battle-management sys-
tem, are being used to predict adversarial troop locations and 
movements days in advance. This is particularly likely consid-
ering all the (geospatial) data that military, commercial and 
civilian sensor systems can provide during such a prolonged 
conflict. For instance, consider the speech-recognition algo-
rithms that can process large numbers of intercepted radio 
and phone conversations of Russian troop members to aid in 
troop-movement predictions.13 American companies are mak-
ing such technologies and expertise available to Ukraine.14 
Such predictions provide David valuable knowledge and in-
sights on when, where, and how to strike Goliath and might 
cause a tipping point in military operational effectiveness as 
both data collection and processing are becoming more effi-
cient by the day. 

Russia’s answer to Ukraine’s drone offensive not only consists 
of the use of their own kamikaze drone KUB-BLA (which is 
said to use AI for locating targets15), but also of depriving the 
Ukrainian drones of precision navigation and communication 
by filling the air with electronic noise. Such electronic warfare 
operations, as conducted by several Russian signals-intel-
ligence systems, confused GPS and severed radio links. It 
seems that a large percentage of the thousands of drones that 
the Ukrainian military had deployed were rendered useless 
due to the Russian operations.16 However, despite President 
Putin’s 2017 speech on the use of AI in the military, many 
observers remain surprised at the lack of publicly known AI 
applications by the Russian military. It is unclear if the KUB-
BLA is an exception to this rule, or if there are more advanced 
AI applications being kept under wraps. 

LOOKING FORWARD
The transformative extent of AI-supported advanced algorith-
mic warfare and the role of computing technology in war as 
mentioned above will become apparent only in the decades 
to come. Starting with technology that is already available, it 
might be useful to reflect on lessons learned thus far and to 
speculate on possible futures with regard to the opportunities 
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and benefits of using artificial intelligence in military decision 
support. After all, wherever sensors generate data that are 
related to decisions being made, data science in general and 
AI in particular provide a growing resource of algorithms to 
support and optimize those decisions. 

Strategic analysis suggests that the likelihood of a new Rus-
sian offensive in the summer, coupled with the ongoing oscil-
lation between periods of ceasefire and active hostilities in the 
Russo-Ukrainian conflict, may lead to the emergence of a new 
Iron Curtain. Yet, the Russian invasion of Ukraine highlights 
the dynamic and rapidly changing nature of the geopolitical 
and strategic landscape in Europe. This emphasizes the need 
for member states to possess the ability to quickly respond 
to such complex and rapidly evolving situations in terms of 
both the speed of escalation and their ability to sustain their 

efforts over time. This in turn has implications for the ways 
in which military organizations ‘run their business.’ An exam-
ple is provided by the issue of decentralizing stocks in such 
a way that supplies can reach combat units quickly and effi-
ciently and cannot be targeted easily (in case of centralized 
stockpiles). This requires resilient logistical supply lines and 
the ability to optimize mixtures of future weapon systems. All 
such considerations can be enhanced by AI decision-support 
systems as AI has already been used in commercial sectors to 
improve supply-chain resilience. 

Another take-away of the ongoing war is the strategic leverag-
ing of using commercial/civilian data and analytic platforms 
as a force multiplier. It was no coincidence that our hypothet-
ical example contained civilian support in imagery data col-
lection. Clearly, commercial and civilian sectors are aiding the 

Commercial and civilian sectors are aiding the war effort in Ukraine, from SpaceX’s Starlink satellite services for effective command and control to thermal image data that is 
traditionally sold by commercial companies.  Pictured is a Starlink satellite launch on October 6, 2020 (photo: Flickr / Official SpaceX Photos / CC BY-NC 2.0)
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war effort in Ukraine, from SpaceX’s Starlink satellite servic-
es for effective command and control to thermal image data 
that is traditionally sold by commercial companies to detect 
and fight forest fires, now used to detect, and analyze enemy 
artillery and missile fire. Synthetic aperture radar data helps 
to see through clouds, useful for analyzing the destruction a 
hurricane has caused, but also to track nightly enemy troop 
movements. Additionally, the conflict in Ukraine shows the 
enormous value of open-source, public and commercial data 
when transformed into information relevant for military mis-
sions. 

Ukraine’s digitized battle-management system consisting 
of multiple data-driven layers combined with (semi-)auton-
omous platforms and sensor systems, enhanced with AI al-
gorithms for prediction and even prescriptive policy options, 
could become an even more effective tool in target discovery 
and prioritization in the future when many of the decisions in-
volved are carried out autonomously. Especially when multiple 
weapon systems have to work together seamlessly, effective 
command and control can be achieved by such an optimized 
digital battle-management system.

The potential of modern data and technology to predict, pro-
vide situational awareness, and optimize decision-making 
should also not be overlooked when it comes to deterrence. 
If a possible aggressor knows that opposing forces have this 
capability, they may be less likely to go to war. Despite ethi-
cal considerations, the potential of data and technology to be 
used for military and political purposes should therefore be 
considered.17  

To conclude, the war in Ukraine illustrates the importance of a 
data-driven, AI-enabled, approach to military decision-making, 
outpacing the adversaries’ military decision-making process. 
By acknowledging his weakness, David set out to play by a set 
of different rules, he decided to act differently, and beat Goli-
ath. Optimizing the military decision-making process by use of 
AI can increase Ukraine’s chances at subduing Goliath. Deci-
sion optimization without hard power, however, is not enough: 
David needed stones and a slingshot to conquer his opponent. 
We can see the value of AI in the current Russo-Ukrainian war, 
but the continuous call for high-quality weapon systems, such 
as the Patriot, the Leopard II or even F-16 jet fighters, is tell-
ing. It echoes the thoughts of the Supreme Allied Command-
er Europe (SACEUR), Christopher G. Cavoli, when he shared 
his preliminary observations on the Russo-Ukrainian conflict: 
“hard power is a reality. Soft power is good, and useful and 
even necessary. (…) The great irreducible feature of warfare 
is hard power, and we have to be good at it… if the other guy 
shows up with a tank, you’d better have a tank.”18 We’d like 
to add to SACEUR’s thoughts; one not only needs a tank to 

confront the other, one also must show up with the correct 
weapon system at the right time and the appropriate location. 
Data-driven decision-making helps us in making the most op-
timal decisions regarding such “what, where and when” con-
siderations.
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