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The 24th of February 2022 will go into history as the day that the Russian Federation invaded the sovereign territory of 
Ukraine. Invaded again that is, given the 2014 occupation of Crimea. War-like operations, though, have been going on 
for much longer: Russia has been known to use propaganda and disinformation campaigns in Ukraine to manipulate 
public opinion,1 to use cyberattacks as a means of disrupting daily life and economic stability,2 and to use covert opera-
tions to interfere in the sovereignty of other countries.3 These actions were not as consequential as driving tanks across 
the Russo-Ukrainian border, but the accumulation of means indicates that warfare is expanding beyond traditional do-
mains - but what, then, is warfare when it is seemingly unrestricted?
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In this article, instead of the means used, the strategy of 
unrestricted warfare is put at the center of this question. 
First, the article analyzes the strategy and arguments as 
they are presented in the book Unrestricted Warfare and 
its guiding principles by two senior colonels of the Chinese 
People’s Liberation Army. Afterwards, the Russo-Ukrainian 
conflict in 2014-2022 and 2022-2023 will be analyzed 
for the means deployed by Russia, and how they fit in the 
strategy. In conclusion, this article aims to establish that 
present Russian operations do not display the principles 
of unrestricted warfare as they lack multidimensional co-
ordination throughout the warfare efforts. The article ends 
by asking what the current warfare efforts presage for the 
future.

UNRESTRICTED WARFARE
Unrestricted Warfare (1999) was written by Liao Liang and 
Wang Xiangsui4 in the aftermath of the Cold War, especial-
ly with operation Desert Storm in mind, and reflected the 
authors’ belief that traditional warfare, defined by military 
force, was no longer effective in achieving strategic objec-
tives in the future. The authors presented their alternative: 
unrestricted warfare, which refers to using non-traditional 
means, such as information warfare and economic warfare, 

to ultimately achieve military objectives. They also advance 
‘unrestrictedness’ in terms of the locus, engaged targets, 
vectors, and the rules and conventions used. Through this 
innovative perspective, the authors expand on Clausewitz’s 
concept of total war. While Clausewitz’s total war is aimed 
at achieving maximal national military force, unrestricted 
warfare shifts the focus to the weaknesses of opponents. 
Then, the purpose of the authors is to showcase that a tech-
nologically superior opponent - i.e. the United States - could 
be defeated by circumventing military action, exploiting the 
weaknesses until any opponent is too weak to resist, and 
resorting only minimally to military means. This strategy 
could be applied to any case of warfare, as interconnect-
edness between two entities can always be exploited. At 
the time this was a revolutionary work as the 1990s saw 
traditional military operations such as Desert Storm, when 
technological superiority of the United States seemed to 
rule the world. However, it is relevant to assess the strategy 
behind unrestricted warfare in the light of more recent mili-
tary operations, such as in Ukraine, as interconnectedness 
has only grown through digitalization and globalization. 

The philosophy of unrestricted warfare asserts that states 
need to be more flexible and adaptable in their approach to 
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The authors of the book Unrestricted Warfare and its guiding principles aim to showcase that a technologically superior opponent - i.e., the United States - could be 
defeated by circumventing military action. Pictured is former U.S. Secretary of Defense James N. Mattis meeting his counterpart Wei Fenghe at the People’s Liberation 
Army’s Bayi Building in Beijing, China, on June 28, 2018 (photo: Flickr / U.S. Secretary of Defense / CC BY 2.0)

warfare. In a globalized and digitalized world, states should 
be willing to use various unconventional methods to gain an 
advantage over their opponents. Though the authors nev-
er enumerate a defined set of methods that are relevant 
for warfare (how could they if warfare is unrestricted?), it 
is clear that states could deploy political, economic, diplo-
matic, cultural, technological, criminal, informational, legal, 
psychological and other non-military means. With the intro-
duction of this nearly unlimited list of means in the face 
of globalized markets, international politics, and digital 
(information) technologies and societies, unrestricted war-
fare boils down to three defining principles for the future of 
warfare:

1. Omnidirectionality is the foundation of the unrestricted 
warfare thesis and indicates that all national resources 
must be available at all times for strategic, combined de-
ployment.

2. Synchrony is a logical corollary, meaning that unrestrict-
ed warfare requires the strategic deployment of resourc-
es at the right time. This could lead to simultaneously 
deploying means in different domains to establish asym-
metrical advantages.

3. Limited Objectives offer a clear enough principle, but 
one which requires objectives to be achievable with mini-
mum resources while befitting the grand strategy. 

Omnidirecitonality, Synchrony, and Limited Objectives are 
the authors’ guiding principles for warfare in the 21st cen-
tury. The underlying doctrine, though, remains multidimen-
sional coordination. This entails that the omnidirectional, 
synchronized resources must be coordinated in their mobi-
lization for a limited objective - i.e., war policy, strategy, tac-
tics, and operations must be coordinated towards a limited 
objective.
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UKRAINE: 2014-2022
On the 27th of February 2014, ‘little green men’ ’with no 
insignia on their uniforms seized local government build-
ings in Crimea after protests had taken place on the pen-
insula. The Russian annexation of Crimea followed after 
a referendum widely seen as illegitimate. The conflict in 
the Ukrainian Donbas region started the same year after 
Russian-backed separatists declared independence from 
Ukraine and sought to establish a breakaway state. The 
conflict lasted for nearly eight years when Russia invaded 
Ukraine on the 24th of February, 2022. In this first phase 
of the hostilities, Russia deployed a variety of unrestrict-
ed means.5 Consider the following examples of prominent 
resources and their connection with the principles of unre-
stricted warfare.

Russia deploys economic means toward the warfare ef-
forts. For example, in the wake of the annexation of Crimea 
Russia implemented sanctions against Ukraine and the 
West, which have been reinstated time and again. Rus-
sian sanctions are a means of exploiting interdependency 
and, therefore, a means to strengthen warfare objectives. 
Though the interdependency was most significant with the 
Russian oil and gas for the Ukrainian and Western econo-
mies, these means have been significantly increased after 
the start of the war in 2022. Up to February 2022, Russia 
implemented responsive sanctions after the Western and 
Ukrainian sanctions.6 Furthermore, Russia applied lawfare. 
Lawfare is the application and exploitation of the law as 
an alternative instrument in conflict situations.7 Russia has 
been known to use lawfare since the dawn of international 
law, but the most striking example in the Russo-Ukrainian 
conflict remains the agreement to the annexation of Crimea 
and the Minsk Agreements of 2014 and 2015. The wide-
ly regarded illegality of the annexation document and the 
Minsk Agreements, which are open to vastly different inter-
pretations, laid the foundation for the war that commenced 
in February 2022. Thus, Russia exploited international law 
to its advantage for propaganda and legitimizing purpos-
es. Both economic warfare and lawfare are examples of re-
sources that are deployed in line with the principles of unre-
stricted warfare. The sanctions have achieved their limited 
objective of cutting interdependency and conditioning for 
further autarky, while lawfare tries to legitimize Russia’s 
intervention. Still, these are not active resources, but rath-
er supportive ones in the warfare effort. This implies that 
sanctions and lawfare are continuously active, but hardly 
adaptive, and, therefore rely on other unrestricted resourc-
es to synchronize and coordinate with them to leverage a 
strategic objective. 

One of the key ways in which Russia has used hybrid means 
is through propaganda and disinformation campaigns.8 For 
example, Russian state-controlled media outlets, such as 

RT and Sputnik, have been accused of spreading false or 
misleading information about events in Ukraine in an at-
tempt to manipulate public opinion nationally. Additionally, 
the Russian intelligence agencies shape international per-
ceptions of Russia. For example, during the 2014 conflict 
in Ukraine, Russian media outlets were accused of spread-
ing disinformation about the role of Ukrainian nationalist 
groups in the conflict in an attempt to portray the Ukrainian 
government as illegitimate and justify Russia’s interven-
tion.9 With regards to the principles of unrestricted warfare, 
propaganda and disinformation have as a limited objective 
to condition national and international audiences for (mili-
tary) deployment. However, propaganda and disinformation 
are regarded as opportunistic measures to (fail to) discredit 
Ukraine rather than condition toward a strategic objective. 
This indicates at best that propaganda and disinformation 
did not have time to reach their full potential, while it means 
at worst that Russia pursues undefined objectives. 

In addition, Russia used cyberattacks. For example, hack-
ers employed by Russia’s intelligence agencies have been 
targeting Ukrainian infrastructure, including power grids and 
transportation systems in 2015 and 2016, and launched 
the notorious malware NotPetya in 2017, which caused sig-
nificant economic damage.10 Furthermore, Russian opera-
tions have been targeting election processes in an attempt 
to interfere with the democratic process and undermine the 
legitimacy of the Ukrainian government (2014). They have 
interfered in other countries, including the United States 
in 2016,11 in an attempt to shape international relations 
in Russia’s favor. In terms of the principles of unrestricted 
warfare, for cyberattacks, neither the objective, nor the syn-
chrony with other unrestricted means is evident. Although 
correlation between physical operations and cyberattacks 
may have occurred, coordination seems to have been co-
incidental.12 

Further, Russia applies covert operations as a means of 
hybrid warfare. Starting with the annexation of Crimea, Rus-
sia deployed agents from its Federal Security Service (FSB) 
to get two organized crime groups to work together against 
the local government, preparing the way for the Russian 
special forces - i.e., the ‘little green men’ - to take control of 
the peninsula.13 In the Donbas, Russia similarly has been 
covertly supporting the separatists with military equipment 
and training. These are some covert operations by the Rus-
sian state, while there are also private companies like the 
Wagner Group and hacker groups such as REvil and Conti 
who are condoned by the Russian government while desta-
bilizing Ukraine. These proxy actors are valuable assets for 
the Russian government, but they have been deployed with 
relatively limited success, with the exception of Crimea. 
Therefore, with regards to the principles of unrestricted 
warfare, these operations are seemingly rogue rather than 
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strategic resources: while their limited objective might have 
been to cause destabilization and condition Ukraine for 
the further invasion, in which they succeeded, the covert 
operations are still not fully adhering to the principles of 
unrestricted warfare. Covert operations have been mostly 
desynchronized and uncoordinated with other resources, 
causing them to maintain their destabilizing and condition-
ing effects up to a point where their deployment was waste-
ful rather optimized. 

UKRAINE: 2022-2023
On the 24th of February 2022 Russia deployed various mil-
itary means and continued its war against Ukraine. In the 
past year, fronts have shifted with thousands of casualties, 
unforeseen deliveries of modern weaponry such as HIMARS, 
Patriots and main battle tanks have reached Ukraine, and 

four new People’s Republics have declared independence. 
However, Russia’s military objectives were supposed to be 
achieved rapidly on four fronts. After this failed, Russia em-
ployed additional means, which are described below.

During the war, the traditional means of disinformation and 
propaganda have been mainly used to maintain national 
stability in Russia. TV remains a successful traditional me-
dium to glorify the war, maintain popular support for the 
government and uphold the legitimizing narrative for the 
war - i.e., defeating the Western and Nazi influences in 
Ukraine. Further, fabricated narratives are exported, for in-
stance, regarding the Azov regiments in Mariupol. Though 
this group has links with the neo-Nazi ideology, Russia 
brought out exaggerated, fake narrative to sow confusion 
among Ukraine’s allies.14 However, the Azov example is an 

On the 27th of February 2014, ‘little green men’ with no insignia on their uniforms seized local government buildings in Crimea after protests had taken place on the 
peninsula. Pictured are Russian soldiers with no insignia marching on March 5, 2014 in Perevalne, Crimea (photo: photo.ua / Shutterstock.com)
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exception rather than the rule, as Russian disinformation 
and propaganda campaigns are futile compared to the 
Ukrainian efforts. In terms of unrestricted warfare, nation-
ally, Russia’s legitimizing and glorifying objectives are syn-
chronized with the military efforts, and, therefore, in line 
with the principles. Internationally, however, Russia’s pro-
paganda resources are experimental and little coordinated. 
Unrestricted warfare principles are not applied well in this 
context, as Russia cannot synchronize its disinformation ef-
forts with its military objectives to dissuade Ukrainian allies 
or discredit the Ukrainian defenses in full.

Further, cyberattacks have been occurring in Ukraine, such 
as wiperware and a new version of the Russian Industroyer 
malware. Russia targets civilian infrastructure such as tele-
communications, network, and electricity infrastructure.15 
To this end, it uses its intelligence agencies, but also the 
known ransomware group Conti declared its support for 
the Russian government at the start of the conflict. Thus, 
despite having the Russian military potential at its dis-
posal, Russia deploys proxy (criminal) actors in the digital 

domain as well as on the ground with the Wagner Group’s 
private military efforts.16 Nevertheless, these resources are 
at times outside of direct governmental control, with the 
exception of the intelligence agencies’ cyberattacks, and 
therefore more difficult to control within the larger strategic 
narrative. In terms of unrestricted warfare, these resources 
are deployed effectively, especially the Wagner Group, to-
wards limited objectives. Digital disruptions, however, did 
not achieve their limited objectives in full due to Ukraine’s 
coordinated digital defenses. Yet, they were synchronized 
with the deployment of the larger warfare effort during the 
February 24 invasion. Though effective and important stra-
tegic assets for now, Russia will have to work hard to coor-
dinate these resources in the future. 

One last important mode of warfare since the start of the 
war is sanctions and economic warfare. Russian fossil fuels 
are no longer finding their way to Western markets, sanc-
tions both ways have been tightened. In terms of unrestrict-
ed warfare, Russia deployed its economic warfare assets 
as a strategic resource against the Ukrainian allies with 

Though the Azov battalion has links with neo-Nazi ideology, Russia brought out exaggerated, fake narrative to sow confusion among Ukraine’s allies. Pictured is a rally in 
December 2022 in Dnipro in support of fighters of the regiment who were among the last to defend the city of Mariupol before its capture by Russia (photo: denkiska.ua / 
Shutterstock.com)
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the limited objective to destabilize the support for Ukraine. 
Despite this resource’s potential, Russian sanctions could 
not achieve this limited objective as they appear desynchro-
nized with the other warfare efforts.

UNRESTRICTED WARFARE IN UKRAINE?
This article has established that there have been various 
means that can be categorized as unrestricted warfare. The 
question remains if unrestricted warfare is the correct term 
here, following the principles from the original thesis of Col-
onels Liang and Xiangsui. Taking the period between 2014-
2022 solely into account, the article distinguishes a range 
of means used, indicating omnidirectional deployment. 
However, these means are not synchronized; for instance, 
disruptive cyberattacks are not followed up by military or 
non-military means. Still, it could be argued that limited 
objectives have been achieved by solely functioning as a 
deterrent, test or destabilizer. Nevertheless, this hardly indi-
cates multidimensional coordination towards a larger stra-
tegic objective. Instead, the objective seems to have been 
to ready the means for the military operation of February 
2022, which then failed to achieve its overambitious objec-
tives because it failed to deploy resources other than mili-
tary ones omnidirectionally. Thereafter, the other elements 
of unrestricted warfare during the war, ranging from cyber-
attacks to propaganda to economic warfare, seem impro-
vised. Thus, the Russian aggressor did not have the omnidi-
rectionality of its means readied, which it could accordingly 
not synchronize to achieve limited goals. Hence, though the 
means of unrestricted warfare have been significantly pres-
ent both in the 2014-2022 and the 2022-2023 periods, 
Russia has been unable or unwilling to effectively coerce 
these means to achieve unrestricted warfare potential.

FUTURE WARFARE, UNRESTRICTED?
It will remain unknown whether the invasion would have 
been more successful had Russia strategically applied the 
principles of unrestricted warfare. Though, this does not 
mean that unrestricted warfare’s principles are obsolete; 
on the contrary, the principles are based on the ongoing 
trends of digitalization and globalization. Unrestricted war-
fare is possible, and we will likely see the multidimensional 
coordination of resources in the future. For instance, Tai-
wan could be a target for unrestricted warfare by China. At 
some point, there might be a military element in China’s at-
tempts at annexing Taiwan, but for as long as China can use 
information, covert operations, economic and diplomatic 
pressure, cyberattacks, and lawfare, it most likely will. Chi-
na can optimize its warfare efforts by multidimensionally 
coordinating these unrestricted means and, in the end, ful-
filling its strategic objective after minimal military struggle. 

We should not find cheer in the failure of Russia to achieve 
unrestricted warfare, but rather become aware of the de-

velopment. In the years to come, we need to reconsider de-
fense in the light of increasing interconnectedness in a glo-
balizing and digitalizing world. This would be the time to be 
more proactive in addressing the challenges posed by the 
application of unrestricted warfare and develop new strate-
gies and frameworks for dealing with these challenges.

1. Bouwmeester, H., (2020). Krym Nash.
2. Greenberg, A., (2019). Sandworm - A New Era of Cyberwar and the 

Hunt for the Kremlin’s Most Dangerous Hackers.
3. Rid, T., (2020). Active Measures The Secret History of Disinformation 

and Political Warfare.
4. Liang, Q. & Xiangsui, W., (1999). Unrestricted warfare.
5. A.J.C. Selhorst. Russia’s Perception Warfare, in 185 Militaire 

Spectator 4, p. 148-164, via https://www.militairespectator.nl/sites/
default/files/uitgaven/inhoudsopgave/Militaire Spectator 4-2016 
Selhorst.pdf

6. http://government.ru/docs/14195/
7. De Bruijn, E., Klomp, J. & Voetlink, J.E.D. International arms deliveries 

from EU member states to Ukraine, in 191 Militaire Spectator 11, 
p. 560-573, via https://militairespectator.nl/sites/default/files/
bestanden/artikelen/militaire_spectator_11_2022_debruin.pdf 
Galeotti, M., (2022). The weaponisation of everything - A field guide 
to the new way of war.

8. Atlantic Council of Montenegro, (2020). Russia’s Narratives Toward 
the Western Balkans: Analysis of Sputnik Srbija. Riga: NATO 
Strategic Communications Centre of Excellence. Lim, R., (2020). 
Disinformation as a Global Problem - Regional Perspectives. Riga: 
NATO Strategic Communications Centre of Excellence.

9. Galeotti, M., (2022). The weaponisation of everything - A field guide 
to the new way of war.

10. Greenberg, A., (2019). Sandworm - A New Era of Cyberwar and the 
Hunt for the Kremlin’s Most Dangerous Hackers.

11. Pijpers, B.M.J., (2022). Influence operations in cyberspace.
12. Valeriano, B., Jensen, B. & Maness, R.C., (2018) Cyber Strategy: The 

Evolving Character of Power and Coercion.
13. Bouwmeester, H., (2020). Krym Nash.
14. EUvsDisinfo, (2022). DISINFO: “AZOV” ADMITTED IN A SECRET 

DOCUMENT THAT THE MAJORITY OF MARIUPOL RESIDENTS 
SUPPORT RUSSIA. https://euvsdisinfo.eu/report/azov-admitted-in-
a-secret-document-that-the-majority-of-mariupol-residents-support-
russia

15. Smith, B., (2022). Defending Ukraine: Early Lessons from the Cyber 
War.

16. e.g. Institute for the Study of War, (2023). RUSSIAN OFFENSIVE 
CAMPAIGN ASSESSMENT, JANUARY 31, 2023. Via https://www.
understandingwar.org/backgrounder/russian-offensive-campaign-
assessment-january-31-2023

Lucas Moers is a board member at the Young Atlantic Association. He 
is engaged with cybersecurity, the digital transformation, and the role 
of technology as part of broader security questions. Lucas graduated in 
2022 from Leiden University’s MSc Crisis and Security Management with a 
specialization in Cyber Security Governance, and is currently employed at 
the Dutch government as a cyber trainee.

Would you like to react?
Mail the editor: redactie@atlcom.nl.

6.


